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Technology is advancing all around us. Traditional paperbased processes are rapidly being replaced with a
proliferation of electronic tools to capture and automate
clinical research activity. Automation is a foregone
conclusion, and research sites need to prepare themselves
for the electronic future that lies ahead.

• u.s. and international regulations
• part 11 and annex 11 : two parts, records and signatures
• validating your system
• division of responsibility
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Preparing for the Electronic
Future

Technology is advancing all around us. Traditional paper-based processes are
rapidly being replaced with a proliferation of electronic tools to capture and
automate clinical research activity. Automation is a foregone conclusion, and
research sites need to prepare themselves for the electronic future that lies ahead.

The Key Question: As electronic tools proliferate
at research sites, one has to ask: “What are
the special regulatory and technological
requirements pertaining to the use of eTools?”
1. What are eTools?
With advancements in technology and clinical research, research sites have
increasingly relied on electronic tools to capture and automate the paper-based
processes that were previously used to record and document results of trials.
eTools in research now include everything from electronic source documentation
to electronic consenting tools, electronic regulatory binders, electronic patient
diaries, and electronic clinical trial management systems.
Common eTools Used at Research Sites

3

eConsent

eTMF

eSource

eReg Binders

eCRF

eCTMS

ePRO

eCOA

eDiary
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During a recent webinar related to digital tools and Part 11 compliance, Kinetiq
asked audience members if they use some type of eTool. The survey results
revealed that 60% of respondents were currently using eTools and 25% would be in
the near future.

Do you use some type of eTool for research?

Yes
Not Yet
No

2. What Regulations Apply?
Food and Drug Administration - Part 11
21 CFR Part 11 has been around for 20 years, and it governs and articulates
when the FDA will accept an electronic record or electronic signature in lieu of a
handwritten record or handwritten signature to support an FDA “predicate rule”. To
comply with Part 11, computer systems that create, modify, maintain, or transmit
electronic records subject to FDA predicate rules must be validated (21 CFR
11.10(a)). Validation in essence lays out what test, documentation, and controls
must be in place for the FDA to trust your computerized records the same way the
agency trusts handwritten physical records.

Put simply – if the FDA requires you to keep a
record, and you keep that record in electronic
format, then Part 11 applies.
A predicate rule is any FDA regulation requiring the keeping of records, signatures,
or approvals the FDA requires you to store and potentially produce for FDA.
These records may relate to research, but they also go beyond research to good
manufacturing practice, good clinical practice, GXP—anything the FDA requires
you to keep on record. If the FDA requires you to keep it or approve it , and you do so
electronically, Part 11 applies.
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FDA has several guidance documents on requirements for computer system
validation that outline what users of these eSystems have to do to prove to FDA
certain standards are met and the system is fit for purpose.
In June of 2017, FDA issued new draft guidance on Part 11 and computer system
validation (“Use of Electronic Records and Electronic Signatures in Clinical
Investigations Under 21 CFR Part 11—Questions and Answers”). The draft guidance
places a greater emphasis on electronic records and specifically eTools in clinical
research. We will discuss enforcement of Part 11 and computer system validation
expectations later in this whitepaper.
Health Insurance Portability and Accountability Act (HIPAA)
If your eTool collects, maintains, stores, or transmits protected health information,
and you are a covered entity or business associate, then HIPAA 45 CFR 164
regulations would also apply. Most commonly, this type of information would be in
your site’s eMR (electronic medical record) system.
FDA guidance indicates that Part 11 applies to eMR systems, but the guidance
specifies that FDA will use enforcement discretion in applying Part 11 and computer
system validation requirements on eMRs if the eMR system is certified by the Office
of the National Coordinator for Health Information Technology (ONC) or Health
Information Technology for Economic and Clinical Health (HITECH).
International Conference on Harmonization (ICH GCP E6 R2)
The United States is not alone in recognizing the emerging significance–and
potential risk–of new digital tools.
The R2 revisions to the International Conference on Harmonisation (ICH) E6
guideline for good clinical practice (GCP) include some very specific guidance
and expectations relating to validating computer systems to ensure the electronic
records and electronic signatures they contain meet the same standards and are
as trustworthy as paper records. You can find those new expectations at ICH GCP
E6(R2) under 1.65 and 5.53.
EuraLex Annex 11
Annex 11 states that electronic systems used in GxP activities subject to European
regulatory agencies need to be validated. If you are conducting research that must
comply EU standards from the European Medical Association (EMA) and Good
Manufacturing Practice (GMP) then requirements for computer system validation
under EudraLex Volume 4 Annex 11 apply.
In a helpful twist, the EU regulations regarding validation of electronic records and
electronic computer systems regulations Annex 11 tie in with the US FDA’s Part 11.
Just remember “11”!
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The Annex 11 requirements were written more recently, so they include language
and guidance that is more contemporary than Part 11, which was drafted back in
the late 1990s.
General Data Protection Regulations
New regulations for data protection in the European Union are now in effect and will
have an impact on eTools used in research. Similar to HIPAA protections in the US,
the General Data Protection Regulations in the EU afford protections to participants
and others who have their electronic data stored in eTools. If your research-related
eTools are collecting information about EU citizens then you will need to ensure
GDPR is being followed.

3. Part 11 and Annex 11: Two Parts, Records and Signatures
When considering the applicability of 21 CFR Part 11, many in the research world
only think about the electronic signature requirements under 21 CFR 11, Subpart
C. They incorrectly equate Part 11 only with electronic signatures. But Subpart C
is only a small portion of the regulation.
The bigger portion pertains to electronic records, under Subpart B. Even if you are
utilizing a handwritten signature on top of an electronic record, those electronic
records themselves are also subject to Part 11, and the computer systems
creating and maintaining those electronic records must be validated. Electronic
records could be digital scans of regulatory documents, electronic source
records, batch release records, IRB records, and other common research-related
records required by an FDA predicate rule.

The take-home message: If the FDA requires you
to keep a record and you store it in the computer
system, 21 CFR Part 11 applies. Annex 11 has
similar requirements.
Now that we have explored where Part 11 applies, you can start imagining what
types of records you are keeping at your research location that are required
by FDA or EMA predicate rules. And, you might be storing those records in an
electronic format, generating them completely in electronic format, approving
and routing them with some sort of electronic approval tool, and applying
electronic signatures. Examples include electronic case report forms, electronic
diaries, electronic patient reported outcomes, and electronic regulatory binders.
In the most recent FDA guidance related to computer software validation, the FDA
specifically identifies other types of systems, such as electronic voice response
systems, mHealth applications, and electronic IRB administration systems.
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eSystems that store predicate rule information are specifically called out in the
FDA guidance as requiring validation by the user of the system. This may be the
sponsor, institution, or a private research center. Whoever has responsibility for
storing the predicate rule record is on the hook for ensuring validation of the
system. The software vendor can help, but ultimately it is the user who has to
make sure the systems are fit for purpose, and perform risk-based software
validation work.

4. Validating Your System
The key to Part 11 and Annex 11 compliance is computer system validation.
FDA Definition

GCP Definition

Validation means confirmation
by examination and provision of
objective evidence that the particular
requirements for a specific intended
use can be consistently fulfilled. (21
CFR 820.3)

Validation of computerized systems is a
process of establishing and documenting
that the specific requirements of
a computerized system can be
consistently fulfilled from design until
decommissioning of the system or
transition to a new system. (ICH GCP
E6(R2) 1.65)

In order to comply with the FDA’s expectation that required records stored in an
electronic format are the equivalent of handwritten or paper records, you have to
validate your computer system to ensure it is working as designed. This involves
testing and documenting the system using a specific and proven methodology
to create an evidence set that demonstrates to the FDA it can trust the electronic
records as being equivalent to handwritten or paper records.

Maintenance Plan

Validation

Testing Summary

Resolved/
Unresolved Issues

Tracability Matrix

Software

Requirements

Software
Need

Validation Plan

Validation Produces an Evidence Set

Software
Certification

An evidence set is a set of documents that will demonstrate to the FDA and EMA that the electronic records
in the computer system can be trusted and accepted as the equivalent to paper records.
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“The key to Part 11 and Annex
11 compliance is computer
system validation.”
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In its guidance for computer system validation, the FDA supports the use of Good
Automated Manufacturing Process (GAMP) 5 model. This model provides a simple
yet proven methodology for ensuring systems are fit for purpose, examined, and
consistently delivering the desired results.
A Basic Framework

User
Requirements
Specification

Functional
Specifications

Design
Specifications

Performance
Qualification Tests
(PQ)

Verifies

Operational
Qualification Tests
(OQ)

Verifies

Verifies

Installation
Qualification Tests
(IQ)

System Build

Project Chronology

What does Computer System Validation look at?
If you purchase SaaS software for your site, the vendor will often complete most
of the validation activity and will provide you with a statement of compliance.
Many vendors will also have a 3rd party auditor verify and attest to the vendor’s
Part 11 compliance and computer system validation program *. You should collect
these validation documents for your site’s Part 11 compliance records. However,
the vendor cannot ensure that you complete the user level requirements such as
verifying staff is adequately trained, or that your site has appropriate computer
software, technology, or information security standard operating procedures.
All of this needs to be accomplished at the site level, and it is critical it be done
properly and completely to avoid an FDA inspection finding.
*See see pg 14 for details on the Kinetiq approach.
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What is “Risk-Based” Validation?
You may be asking yourself, how in the world, as a clinical research site, am
I going to go about doing all of this validation work and testing? The FDA is
understandably cognizant to the complexity of these requirements, and, similar
to its stance on clinical research monitoring strategies, allows organizations to
implement risk-based validation programs. Research sites can implement a riskbased strategy and do validation activities commensurate with the potential harm
caused by a failure in the system.
Risk Assessment Checklist:

1. Develop risk assessment for site eSystems.
2. Justify standards, protocols, acceptance criteria, procedures, and
records based on risk assessment.
3. Build site-level validation and compliance plans commensurate with
risk assessment.
Review your system inventory and, for each system, document the risk and what
validation standard operating procedures you will follow to ensure the system is
validated appropriately. Best practice is to maintain documents acknowledging
your consideration of the risks and your constructed system validation process.
Most eTools systems that are capturing patient reported outcomes, electronic
consenting records, eIRB systems, etc. are likely low- or medium-risk compared
to drug or device batch production control systems. These systems are therefore
simpler to validate, as long as their associated records are not going to directly
impact a person’s well-being or his/her clinical care. Any system involves some
risk.
An example of a high-risk system would be computer software that runs the
manufacturing facility constructing implantable pacemakers. The FDA would
require that computer system to have a significant amount of evidence and
documentation related to the system’s reliability.
Division of Responsibility in Validation
The responsibility to comply with predicate rule standards and maintain records
accordingly lies with the person generating the data, and that is typically not the
software vendor. While the software vendor can address a lot of the back-end
processes for validation within the software, it can’t validate at the user level.
Many vendors providing eTools will provide a third-party attestation that they
have developed their system to meet Part 11 and Annex 11 standards. The FDA’s
recent draft guidance on computer system validation indicates that the user of
such system can rely on statements from the vendor. However, the vendor cannot
complete the validation process entirely. The user of the system must take some
action to complete the validation effort.
11

KinetiqIdeas.com

Considerations for Using eTools in Research: Part 11 and System Validation

Here is a common set of core documents a research site needs to maintain with its
compliance records:

1. Validation documents such as system inventory, testing records,
version history
2. SOPs on computer system validation, training, system security, testing
approach, and risk assessment methods
3. Risk assessment documents
4. Training certificates
5. Disaster recovery and business continuity plan (hint–you need this for
HIPAA compliance as well)
6. Vendor attestations of Part 11 compliance
7. Certified letter receipt for the letter you sent the FDA letting the agency
know you intend to use electronic signatures
Conclusion
Electronic tools hold the promise of more efficient and accurate clinical trials,
which will move research forward and promote better health. Adoption of these
tools is inevitable, just like the use of ATMs, smartphones, and online stores. Those
sites that educate themselves on the regulatory requirements and prepare in
advance for the future will be the best-equipped for this technological revolution.
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About Kinetiq
Kinetiq is the consulting and technology division of Quorum Review IRB thatdelivers
innovative solutions to the challenges of human subject protectionand compliance
in clinical research. Kinetiq works with clinical researchers,research institutions,
pharmaceutical, biotechnology and medical devicecompanies as well as others
around the world to develop contemporaryapproaches to a changing landscape.
With the growing prevalence of technology in research, compliance with 21 CFR
Part 11, HIPAA/HITECH, and Annex 11 is increasingly critical in research; but many
organizations do not have a deep understanding of these regulatory standards.
Kinetiq experts take your organization through a three-step process to build a riskbased program, ensuring you’re compliant now and in the future.
Training and Education
Our proprietary training curriculum prepares your organization for the rigors
compliance with Part 11, HIPAA/HITECH, or both. The training covers all aspects of
preparation and compliance and delivers sample assessment documents.
Mock Inspection
Undergo a rigorous mock inspection to reveal any gaps in compliance before an
inspector does. You receive a detailed report outlining your level of compliance
with the regulatory frameworks and recommendations for remediation.
Remediation
Kinetiq offers a strategic partner from our independent consultant network who
works to meet your organization’s specific needs. Your Kinetiq consultant will
provide a road map to filling any compliance gaps, including development of
robust processes and staff training.

Where does your organization stand?
Contact us today for a free needs analysis

1501 Fourth Avenue, Suite 800, Seattle, WA 98101 | www.KinetiqIdeas.com
206 832 0808 or 866 810 1128 | email: info@KinetiqIdeas.com
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Social media can be a powerful tool to enhance the
process of scientific medical trials, yet there is little to no
guidance on how to approach social media in the research
context. This whitepaper touches on some strategies to
consider and potential pitfalls to avoid.

• the use of each social media platform
• privacy concerns
• irb reviewable subject matter

